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Android smartphone users may be being left at risk of attack due to a lack of security protection - despite thinking they were properly protected.Security researchers have claimed that many Android devices could be lacking proper security protection due to vendors not making the right security updates available to users of their smartphones.Karsten
Nohl and Jakob Lell from Security Research Labs carried out two years of research across a wide range of Android smartphones, finding that many were not provided with the latest vital security updates as soon as they became available.Some devices even lied to their users about being updated to the latest versions of software and firmware
available, meaning users could have been left at risk of attack.FalseDevice fragmentation has long been a challenge for Google when releasing updates for its Android platform, which is by far and away the most popular mobile software on the planet.The company typically makes the latest Android updates available to users with its own Pixel and
older Nexus devices first, before then later rolling them out to third-party manufacturers.However, the researchers found that many vendors did not make patches avilable to their customers for months, creating what they call a "patch gap". Some devices would tell their users they had been updated to the latest version of software or firmware, but in
reality were lacking up to a dozen vital patches."We found several vendors that didn’t install a single patch but changed the patch date forward by several months," Nohl told WIRED (opens in new tab). "That’s deliberate deception, and it's not very common."The research spanned every Android security patch released in 2017, and utilised 1,200
different makes of device, including items from major manufacturers such as Samsung, Motorola and HTC, as well as Google's own devices.Android has typically been more vulnerable to attack that Apple's iOS platform, however Google has pumped a huge amount of resources into tackling security protection on its devices.The 10 best Android
phones 2018 Your phone or tablet’s lock screen prevents people from getting into your device, but there’s still information that can be gleaned from notifications on the display itself. Thankfully, Android makes it easy to hide content on your lock screen. Android allows you to hide what it calls “sensitive content” from notifications on your lock screen.
The notification will still appear, but the content of it will be hidden. What exactly qualifies as a “sensitive” notification is up to the app developers, so it can vary. To get started, swipe down from the top of your device’s screen (once or twice, depending on your phone or tablet’s manufacturer) and tap the gear icon to open the Settings menu. Next,
select “Apps & Notifications.” Now, choose “Notifications.” Scroll down to the “Notifications on Lock Screen” section. First, select “Notifications on Lock Screen.” If you’d like to hide all notifications, select “Don’t Show Any Notifications.” You also have the option to “Hide Silent Conversations and Notifications.” For a less aggressive solution, toggle
the switch off for “Sensitive Notifications.” You're all set! Again, the “Sensitive Notifications” method doesn’t offer a ton of control. What’s considered “sensitive” is completely up to the apps. It may work for the apps that you use, or it may not. RELATED: How to Remove Apps From the "Conversations" Section on Android By Diana V. Faustmann i
Justin Sullivan/Getty Images News/Getty Images You can hide the identities of your Instagram followers but not their number. Your Instagram profile always displays how many followers you have, and anyone who taps or clicks on your Instagram name can view it. However, you can control who may view your Instagram profile and in-depth follower
details. Privacy SettingSetting your account to private limits your posts and full profile visibility to approved Instagram followers only. To achieve this, tap the “Instagram” app followed by its Profile tab on the lower right. Next, tap “Edit Profile” and either check the “Posts are Private” box or toggle its switch to the on position. Henceforth, only your
current followers will be privy to your profile details, including followers’ identities. Other people wishing to follow you would have to send you a follow request, which you can either approve or disregard.Comments and LikesEven as a private user, your comments or likes on a public user’s posts will display your name on her posts for anyone to tap
and learn how many followers you have. So, to keep your Instagram visibility to a minimum, like or comment on private-user posts only. Unfortunately, Instagram doesn’t give you a quick way to know which posts in your news feed have been publicly or privately shared. Either abstain from liking or commenting on posts altogether, or contact users to
confirm their privacy settings before interacting with their posts. Block FollowersAs mentioned earlier, only approved followers can access your Instagram profile’s detailed information. If you have followers to whom you prefer to deny such in-depth access and information, remove them from your followers list. To do so, tap the star-like Explore icon
on the bottom-left half of the Instagram screen and type the undesired follower’s username in the Search box. Alternatively, tap the “Profile” tab on the lower right, followed by your "Followers" tab, then scroll to find and select the follower’s name. Touch the curved-arrow icon on an iOS device or three-dot icon on an Android device, followed by
“Block User.”Social Media BroadcastsWhen you or a follower shares one of your posts on another social media platform -- such as Facebook or Twitter -- you lose quite a bit of control over who can view your profile. The social media site publishes a link to the post, giving those who see it the option to view it on Instagram and tap or click your
username to examine your Instagram profile. If you're a private user, Instagram will inform non-followers accordingly, but they will still see how many followers you have. To curtail this, avoid sharing your Instagram posts on other social media networks, and ask your Instagram followers do the same. Alternatively, share your posts with only select
followers via Instagram Direct, which renders the posts un-shareable on social media, as well as un-taggable and unsearchable. To share an uploaded and edited photo using Instagram Direct, tap “Direct” on the Share To screen, choose your recipients and then touch “Send.” Figuring out how to hide apps on Android can be frustrating. Not every
brand of Android phone gives you the option to do it, and on those that do, there's a different process for each one. It's needlessly tricky to work out how to conceal apps that frequently distract you, or private ones that you'd rather keep away from other people who use your phone.Although Android 12 is introducing native support for locked folders
when it leaves beta later this year, hiding apps isn't coming any time soon. So for the time being, your only options are to use a Samsung, OnePlus or Xiaomi phone, which have this capability as part of their unique Android skins.Follow our guides below to find out how to use those three brands' hidden app systems. If more phone makers offer the
ability to hide apps in future, we'll be sure to add them to our list. How to hide apps on Android on a Samsung phoneSamsung's method for hiding Android apps is rather limited. While you can hide apps from the main screen, there's no way for you to access them again until you reverse the process. 1. Enter the Home Screen Settings section of the
Settings app. You can do this by pressing an empty spot on your home screen, then tapping the "Settings" cog in the bottom right corner.(Image credit: Tom's Guide)Alternatively, navigate to the main Settings app by pulling down the notification shade and tapping the cog icon in the top right. Then find "Home Screen Settings" within the options.2.
Once you're in Home Screen Settings, swipe down to find the "Hidden Apps" option and tap it.(Image credit: Tom's Guide)3. Now select the apps you want to hide from your home screen and app drawer. (Image credit: Tom's Guide)The apps you choose to hide will appear in a box at the top of the screen as you pick them.(Image credit: Tom's Guide)4.
To unhide your apps, go back into this menu and tap the apps in the top box to remove them from your hidden apps.How to hide apps on Android on a Xiaomi phone(Image credit: Tom's Guide)These steps apply to any phones made under the Xiaomi umbrella. That includes Xiaomi's own "Mi"-branded phones, budgets brand Redmi and Poco and the
gaming-focussed Black Shark. For some reason you can't choose any installed app to hide, but hopefully the ones you wish to keep hidden will appear on the still lengthy list.1. Open the Security app. By default it will be on your first home screen.2. Scroll down and find the App Lock option. Tap it and then set up a pattern lock as requested. You can
now turn on App Lock and Hidden Apps.(Image credit: Tom's Guide)3. Once that's complete, go back to the main Security app using the back button at the top, and open the App Lock option again. (Image credit: Tom's Guide)However, feel free to lock apps as well while you're here. Locking apps will make them prompt you for your fingerprint or
pattern lock password when you open them, but it won't hide them from your home screen.4. Now you will have two tabs to pick from. Choose the tab on the right labelled "Hidden apps."(Image credit: Tom's Guide)5. Select the apps you want to hide.(Image credit: Tom's Guide)6. To access your hidden apps, tap the screen with two fingers then
spread them apart, either vertically or horizontally. The phone will prompt you for your fingerprint or pattern lock password. You'll then open the hidden folder containing your nominated apps.How to hide apps on Android on a OnePlus phoneOnePlus' hidden apps are sneakily hidden within the main app drawer. However it doesn't automatically
require a password, so if you're hiding apps for security reasons, you'll need to enable one in the Hidden Space menu.1. From the home screen, swipe up to access the app drawer.2. Now swipe to the right. An eye icon will appear. Release your finger to go to the Hidden Space drawer.(Image credit: Tom's Guide)3. If you don't have any apps in the
drawer yet, tap the plus icon in the top right corner. (Image credit: Tom's Guide)4. Now you can select your apps from the list.(Image credit: Tom's Guide)5. To add a password for Hidden Space, tap the three dots in the top right corner, and then "Enable password." You can now choose whether to use a typed password or your thumbprint to reveal
your hidden apps.(Image credit: Tom's Guide)
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